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EHIUSTE | lEEﬂE‘z%
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11

alt )/ [ 8E
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3 B EF L oryptoinfoffASM2FARREETISMAEH

4 FERSMAEEERS
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5 IEEEE
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6 [ERSMATTERSIUNE

7 FEII=EE
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sHsFe| ERms

5.1.3.1 ER&MEBRIE

5.1.3.1.1 &N

RN TERISRE e, W% 5 2 (AP E R 5 B SLENAS, DLARIEEEE 1% . 165K 7 LB R S5
BHRIINZE, M55 77 Y% Header 15 >R 24 signature, XL TN, SN GIENE R SoE4, RN 4
mestamp B AV EGHEATARES, 8 H 10 FPYE [ A BTG SR SHE 4. WoCME 4 b SM2 Bk, BARLLEEL
SRR

1) Xf Header FT & dE ML 55 S $ (signature HZ 5% 2) 148 key 1 ascii 73T FH 7 HET, RGP — &
FEMZEFr 8, #8: key=value&key=value.

(= NIP

cryptolnfo=0402b88dc4be88{212b92faldc092574d35670266d827¢1¢8220f6b6d382230e46740753510ae2ee77b0873b6e5839b2278e9a4048b
la5dec32e4c4feb897f46d2faf770595619f4b76476a4ad911679fcc5ed811e57ad98cbe502ba8d524c5al 8fee6622¢5¢033e8412605052737¢9bb4
278ceac2eeeSecefe463df6aaSebf1828&med hos code=med hos code 001&med org code=med org code 001&request id=406bf230-cdda
-41b7-936£-99462e58797f&timestamp=1742113790749

2) A PR R AR SM2 SEE i RS AR BN 74T R signature

5.1.3.1.2 &80

SM2 A%H 04b674b6edfd08f754410b21cc3c8b5221318a1f1b27403bc63a290b7e¢1790d03d967d06c46e
= 69357793967{f42a34d77ed5d7bb40d3 1b7f5ab0b0840017cff114

SM2 FAEH a99d6978656355b570a19¢cc707b2ea68ed033c3fa436df9c0al5e84a06069c7b

SM4 #4H 726be1646879423e26eb7977c4d80c48




EHE 2 EH crypt
oInfo (fF SM2 FA
P 5 SM4 %
i zD)

04eafaa325aea8f19463820c1e35553433bc1240a597b1f085908b73d39341104cfcf95¢66624
10¢5b55188¢326¢9d04ec503¢52¢ce28b76eb24f6d097b35337e6¢c6bda04a5abde5612fcc5911|
c207cde14fa648767ac7185¢07303b7¢76043b74ac62fdec61ce255¢35a75b3b5121a5037b55
cc8f1f61546d701cae56e34361008

MRS HNE

cryptolnfo=0402b88dc4be881212b92fa1dc092574d35670266d827¢c1c8220f6b6d382230e46
740753510ae2ee77b0873b6e5839b2278e9a4048b1aSdec32e4c4feb897f46d2faf770595619f]
4b76476a4ad911679fccSed811e57ad98cbc502ba8dS524c5al 8fee6622e5¢033e84126050527
37e9bb4278eac2eeeSecefe463dfbaasSebf1828&med hos code=med hos code 001&med |
org code=med_org code 001&request id=406bf230-cdda-41b7-9361-99462e58797f&time
stamp=1742113790749

)5 FAF R (E4)

3045022100941e831d2a86eeleac96d71a8abl3d5b4ad44fdd27f324e4cf8e4a99bd277061502
20069fd9a529alaab78fddea63901e0cecOb1988849a2179cc5708d659d8e97¢02

5.1.3.2 iERIEBRZRA

R st SM4 H 726be1646879423¢26eb7977c4d80c48

¥ R4E Body (SM4 41cacc5f8ea74405a361445d5df4bb837993d52bcb65ae22blafe591e67698f4380e8bf135ebb

A y 5a82e3d2723e96cd328d4e577701dbc748e060fee87cf5e9dectd774a960980c45646¢cb71fe9a
4e42e67d4b7ea7ec083cd6c46ce8e92d722d54272abc610629031b20dcd9d8762aa200

\ " mngn "R N B2 Mideard. value":"330100%  #*%%%0000","idcard_t

N R {"order_status":"3","name":" M A 1", . , |ty

sk sH (Lo

B&ERME Body  |{"order status":"3","name":"MiX A\ 2", "idcard value":"330100%******%*0000" "idcard_ty
pe":"()l "}

5.1.3.3 Ml R 4A R 7= 51

B frst SM4 9 726be1646879423e26eb7977c¢4d80c48

Body Z2¥B 3¢ {"response_code":"1","response_data":"... 4 %", "response_msg":"success"}

b4 5% SM4 iz 31b7be894984b26f3acc233f2ad162a6131bb143013b38b5920937e¢43d4287659¢4b9ebd099

B = 8194dbb881cf81d0abfc3206b907af244fe0576da8ed746d8c7d3f693641504c13ecSbed415d
9932e0dd
04eafaa325aea8f19463820c1e35553433bc1240a597bf085f908b73d39341104cfcf95¢6662a

BRI N4 Body  |10c5b55188¢326¢9d04ec503c52ce28b76eb24f6d097b35337e6c6bda04aSabde5612fcc591f]
c207cde14fa648767ac7185¢07303b7c76043b74ac62f4ec61ce255¢35a75b3b5121a5037b55
cc8f116f546d701cae56e34361008

5.1.3.4 Java XRS5

import cn.hutool.core.util. HexUtil;

import cn.hutool.core.util. StrUtil;

import cn.hutool.crypto.SmUtil;

import cn.hutool.crypto.asymmetric.KeyType;

import cn.hutool.crypto.asymmetric.SM2;

import com.alibaba.fastjson.JSON;




import com.alibaba.fastjson.JSONODbject;

import com.example.demo.utils.HttpUtils;

import org.apache.commons.collections4.MapUtils;

import org.junit.jupiter.api. Test;

import java.util.*;

/**

* AELHCS TR TR R

*/

public class PickupRequestDemo {

// smé4 Fh4H

static String SM4_KEY = "726be1646879423e26eb7977c4d80c48";

// sm2 A%

static String SM2 PUBLIC KEY =
"04b674b6edfd08f754410b21cc3c8b522f318alf1b27403bc63a290b7e1790d03d967d06¢46e69357793967{f42a34d77ed5d7bb40d3 1b7f5ab0b
0840017cff114";

// sm2 FhEH

static String SM2 PRIVATE KEY = "a99d6978656355b570a19¢cc707b2ea68ed033c3fa436df9c0alS5e84a06069c7b";

/**

* Hi) his BEMWSIIERE L




*/

@Test

public void queryPickupList() {
/1 SM2 AN sma FRE T4 &
String sm2EncryptSm4Key = sm2Encrypt(SM4 KEY, SM2 PUBLIC KEY);
// Header 24§
HashMap<String, String> header = new HashMap<>();
header.put("request_id", UUID.randomUUID().toString());
header.put("med_org_code", "med_org code 001");
header.put("med_hos_code", "med_hos code 001");

header.put("cryptolnfo", sm2EncryptSm4Key);

header.put("timestamp", String.valueOf(System.currentTimeMillis()));

String preSignature = buildPreSignature(header);
System.out.println("Ti% 4 FFFHi: " + preSignature);

String signature = sm2Sign(SM2 PRIVATE KEY, preSignature);
header.put("signature", signature);

System.out.println("signature: " + signature);

I ERIESH

JSONODbject requestBody = new JSONObject();
requestBody.put("name", "X A 52 ");
requestBody.put("idcard _type", "01");
requestBody.put("idcard_value", "330100********(0000");

requestBody.put("order_status", "3");




/1 ERAAZE Tson

String requestBodyJson = requestBody.toJSONString();
System.out.println(requestBodyJson);

/] ERARZHL Tson i

String requestBodyJsonEncrypt = sm4Encrypt(requestBodyJson, SM4 KEY);

System.out.println(requestBodyJsonEncrypt);

// &R his B0

String result = HttpUtils.post("15 3R his £ # B 5 51|38 0", "https:/ip:port/get/pickup/list", requestBodyJsonEncrypt, header);

IR

String responseBody = sm4Decrypt(result, SM4 KEY);

1 fEMT

JSONODbject jsonObject = JSON.parseObject(responseBody);

/] RNV AR

/**

* PRI EE B (83 S 41 3R A5 S A% 1 -his AR FRACAS 7= 1
*/
public String getPickupList(HashMap<String, String> header, String requestBody) {
String requestld = header.get("request_id");
String medOrgCode = header.get("med_org_code");
String medHosCode = header.get("med_hos_code");

String cryptolnfo = header.get("cryptolnfo");




String timestamp = header.get("timestamp");

String signature = header.get("signature");

1 SRS L

HashMap<String, String> checkSignMap = new HashMap<>();
checkSignMap.put("request_id", requestld);
checkSignMap.put("med_org code", medOrgCode);
checkSignMap.put("med_hos_code", medHosCode);
checkSignMap.put("cryptolnfo", cryptolnfo);
checkSignMap.put("timestamp", timestamp);

11 BRI A4 74

String checkSignPreSignature = buildPreSignature(checkSignMap);
1] WA R

boolean checkResult = sm2Verify(SM2 PUBLIC KEY, checkSignPreSignature, signature);
if (!checkResult) {

/] SRR RIS ..

/] B timestamp S8 T 10 £ il B B IR ..

I R B

String sm4Key = sm2Decrypt(cryptolnfo, SM2 PRIVATE KEY);

System.out.println("smdkey: "+ sméKey);

/1 SM4 % SLf#MT H I SC json

String requestJson = sm4Decrypt(requestBody, sm4Key);




JSONODbject jsonObject = JSON.parseObject(requestJson);
String idcard_value = jsonObject.getString("idcard_value");
String idcard_type = jsonObject.getString("idcard type");
String other = jsonObject.getString("... 4 HE");

// his AL EARNE S .

CINEZES
JSONODbject responseObject = new JSONODbject();
responseObject.put("response_code", "1");

non

responseObject.put("response_msg", "success");
responseObject.put("response_data", "... 4 &");

/1 W RIAA json

String responseObject]SON = responseObject.to)SONString();
System.out.println(""i % {& json: "+ responseObject]SON);

/1 S RAK json #EAT smd N

String responseObject)SONEncrypt = sm4Encrypt(responseObject]SON, sm4Key);

System.err.println(responseObject]ISONEncrypt);

return responseObjectISONEncrypt;

/**

* SM2 FAEHZE 44




* @param privateKey FA%H

ot

* @param content  fFEHZ N

* @return &4 1{H

*/

public static String sm2Sign(String privateKey, String content) {

SM2 sm2 = new SM2(privateKey, null);

return sm2.signHex(HexUtil.encodeHexStr(content));

/**

* SM2 AEHIRES

* @param publicKey A%H

* @param content  JRUGH N A

* @param sign B4

* @return K254h L

*/

public static boolean sm2 Verify(String publicKey, String content, String sign) {

SM2 sm2 = new SM2(null, publicKey);

return sm2.verifyHex(HexUtil.encodeHexStr(content), sign);

/**

* SM2 AN




* @param content  Ji 3
* @param publicKey SM2 A%
* @return
*/
public static String sm2Encrypt(String content, String publicKey) {
SM2 sm2 = new SM2(null, publicKey);

return sm2.encryptHex(content, KeyType.PublicKey);

/**

* SM2 FAEA A 2

* @param encryptStr SM2 JI% 775 5
* @param privateKey SM2 FA%H
* @return
*/
public static String sm2Decrypt(String encryptStr, String privateKey) {
SM2 sm2 = new SM2(privateKey, null);

return StrUtiLutf8Str(sm2.decrypt(encryptStr, KeyType.PrivateKey));

/**

* SM4 Jia




* @param content J5i3C
* @param key SM4 FihEH
* @return
*/
public static String sm4Encrypt(String content, String key) {
byte[] sm4KeyByte = HexUtil.decodeHex(key);
String encryptBody = SmUtil.sm4(sm4KeyByte).encryptHex(content);

return encryptBody;

/**

* SM4 fif 2%

* @param content SM4 JJ[1 %5 74 5
* @param key SM4 Fih4H
* @return
*/
public static String sm4Decrypt(String content, String key) {
byte[] sm4KeyByte = HexUtil.decodeHex(key);
String decryptBody = SmUtil.sm4(sm4KeyByte).decryptStr(content);

return decryptBody;

/**




* AR AT

* (@param header

* @return

*/

public static String buildPreSignature(HashMap<String, String> header) {

if (MapUtils.isEmpty(header)) {

return null;

List<String> keys = new ArrayList<>(header.keySet());

Collections.sort(keys); // #% ASCII F+FHEF

StringBuilder sb = new StringBuilder();

for (String key : keys) {

Object value = header.get(key);

/- AEEE null FIAS R 2R 2UE

String valueStr = (value != null) ? value.toString() :

",
s

if (sb.length() > 0) {

sb.append("&");

sb.append(key).append("=").append(valueStr);

return sb.toString();




5.1.3.5 maven &k

<dependency>
<groupld>cn.hutool</groupld>
<artifactld>hutool-crypto</artifactld>
<version>5.8.35</version>

</dependency>

504FOENX

[10000)] BEENSFIZR
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HRFGTR: post iR

VB E LRI SRR S AP 5+ 8 0 44 S R SR U 022, o B A 5+ A8 0 4 e —
PE R S BI% FUE S S R, WRBEOY json FHF& .

BHRSH
FBEZ T WBIE FERAA F B
name 7 String B4
TEARZRAE L STV sa (@ AR sk iz )L &0
idcard_type s String TG 55 1 3. S 5.1 Y CVYX-SFZJLBDM H K
AR0)
idcard value 7= String WA=
TEARSR TN
order status = String
0RHS 10T 2CHUH 340
request_id = String BRK id, HTEEE




timestamp 2= String RIETE SR B B ) K
signature & String INZE 745 5
2R B S %
FB 4 —EWBIE EAE il F B
request_id = String WK id, MR HEANN id R
response code = String WHRGEH, | By, HihF kK
response msg = String RRER
&[5 HdE . 8N json 4, json B HIEF
response_data = String AN G ZS 0} G o i S5 B 2R R 2 (1 B A T 3R ]
NNy =)
W% BIE response_datas:
FBA REVE | FBHKA FEUHA
order id J 5 String gy id
| RORTEELIA HMBRERRA T EILL L
is pay & String
1 (EARFNE RESTHEEAL D
RIS, Wi is pay N1, HEEdAHREHE
SAFH, THES WA (EEAAE)
order no & String
R — A5 PR 75 BRI 35— (R 2 IR B )% 5 TR
T 85 R A —AS
ERE MR PR (5 B LRSI R A, R R B AE
medical insurance code i String LR & 1 B FR g+ 53 B g 5
(org codetsub org code)




L SR

order status = String
0RIST 1C0HS 2CHUH 34
name = String BHEUEA
pld & String (15
dept_name = String B E L4
treatment name = String LITRIE
S [
sch_date = String
¥ yyyy-MM-dd HH:mm:ss
ampm =& String MK am FR L, pn ZR TR
doctor_name = String EAEA
reg class i String 22 1 EER 2 ZE 3 EFRR
reg fee J 5 String H5% (P Jo)
FIEREES 0 RRATES 1 TR H S
BilE 1 TS
disable ® String
T e SRR R R 5 1, 54 BR B AN AR LR 1%
SEERRGE, HEXAEEEEEER, WintxEk
fiER1Z% ) R
remark o String WRARERCS S U 75 B B AN RE S 1 )5 1A
reg_num 7 String MeFS
reg addr J 5 String iz ik
org id = String Bt [X G bt




B 5 s} 8]

oper date & String
¥ yyyy-MM—dd HH:mm:ss
appointment treatment no 2 String TRZ)3 K5

[20000] £2&EES

Hohb: HEERRAA LIS T A
BRFR: post iER

BB FELHUS P A RIS [10000] HH BT HIEEZ MR EITHIE id (order_id) , MBERARMELIG . #HK
ZHUN json TR BEBEIEIC. AELSOAT-BR IR SO

HRSH:
TR B BIE FREH FBRULH
order_ id e String sy id

B PR HL T FEIE token, BRORHAIFEFEER RS

medical insurance token %5 String
B AT T I b4
MR B S .
FBRE AT BIE FBRER FB UL

IR EE 25 . 480N json 4H, json B A
response data ﬁf String BTG SX G QN SR ES 1Ry 2 i
DR [a1” L] i 4 e

response_code & String WORER, 1 RoRdl, Rk
response_msg & String FRoRfE R
W% ¥3E response_data:
FBRA REVE | FBRRA FBAULH




BBl ATRKSS s RRT L ER AR ST AT 8 =
ZoHLR A 1 Y A 9% 1 41 3% (ORG_002) #2111,
String  |org trace no FEx, HIS RGRERT (M),
B AR S AT I R AP0 23 P org002 432 F13EAT B
MBI A

Fo

medical insurance number

String e PN = PR R 5

Fo

org card no

String Bt P = R T A e 28 A

A

org card type

[30000)] B & {TRINEH
Hohb: HERRESELIS TS

HRFH: post iER

BiBA: LIS AR [10000] HE RS 5IREZ DIRFI order no, FE4F & G FIFME S =77 34T,
SRR G, REEEIEE B, R RS2l A JE sE b WBCSEh1E, IR AR =S TG, WEOREENIRIER, &
AR ERIGRIB RN . ERSEON json FRFH .

ZEOMNLE AN A, BR+EROBE NN ER.
U

1. O0fIK: FEZRELS FITA 7 A2 A SAS AR KA K S AT I 48 T & PR R BUSE = 7 SO IRE AT XK, X K D) g
B TRER BBt o T SR e S SRR K A A3 = 5 SRR IE N K, I L2554 ba trade no 2358 =7 SCAT IR IE XK
BRI, AnREE R J5oR R M 76 R T e Xt Ik, WE R B R R KD RN, S H iR R
13004, 13005, 13007 %1

2+ IBFR: WREE AR RIS ST R Z R, T EE AR LR B R A R A, 7 BOAGER A, AT DL HL R R
AR ORI, VERES @R 13003 0

HRSH-
FBRA REWR | FBREA FEULH
order no 2 String BEREiT 85
bq_trade_no = String AR, TR




pay_channel trade no i String BEFHARE SRS
pay_channel K& String SCATERIE (1 3244, 2 4RO
pay time = String {FERI ] yyyy-MM-dd HH:mm:ss
pay_amount = String TATEE, BN Ju
request_id i String 15K id, F TR
timestamp J 5 String JRAEVE SR 1) B )R
signature J 5 String YIRS
[R5 R 1B B4 -
FBA REBHE | FERERY FEULHA
THREER, 1 R, HAMERIR KR,
response_code & String
MKMW, BV EHSEREKGRIRK
response msg = String RE R

[40000) EHSBERE

Muhh: EEEBR A RIS T A

HRFH: post iER

PiBH: ELES P ERETL id (order id) , EHHELS 45

o WRSBHON json TAFH

HRSH
FBA REIE FEBRRA FEUH
order id & String zy id
appointment date & String  |SYEAT[A], B RERA LR id &K




ME—, FrUlE s b5 5 (A
request _id & String B3R id, HF s
timestamp = String JRIEE 2RI B[] 8K
signature i String N4 e
A EESY.
a4 REME | TR B
response_code = String ORGSR, 1 R, HAbFRREK
response msg = String BRER
IR A S5 F s . 480N json B4, json AL
response_data = String BTG E 3 G USRS 23R Sy 25 (R s e )
RE” (17N 55 5
V4 ¥#E response_datas:
FBA T WBE FRARR FEULHA
)5 RES
order status = String
0 KHE 1 EHE 2 CHUH

5.2 HEBAY S
5.2.1 BRS5iRFR

5.2.1.1 PR MR

L2 )UIRESST GRS Rk 55 58 ) 2 LB HERA M 5-F 6 o Y50 27 I 55 AU JEE B NI T8 HEBA Y 5T
G, SERHEBA Y5 iR 55 RE T RN

WL A HEBA Y51 & 2 Wi N BUR B P A R R EOR, I SR e BEBE I HEBA Y 5 B2, R 8 g — 1 HE
BASF &, SR EE DAL EEBE I HEBA Y S BABIME S, 9 e RS ERE A4t B2 1A% .
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5.2.2 &KL

FB& /WK S 5%4 FRRH FBU A
request id & & String 15 R ME— AR IR CBEHLAE
A RIAD
timestamp 2 A String T 2R I ) 8k
signature & & String nZE = /F e CHELI DL
2w
org code 2 = String WLH 2 B
hos_code 7 = String Bt X 4h i
cryptolnfo = = String HHIHCT R (SM2 N

5 /) SM4 F4H)




5.2.3 BUBIMZEMELIE
= 10 IRz RIER FE

EHIUSFS | | EERS

1 @EEE=am0_
il

alt /) [E—=: 2%

2 FRsSM2 28 HsignaturelsE

TR =
3 A ERLoryptoInfolEASM2FAREEERISMAEH

4 FERSMAREEEERS

-

alt /| [E=%: vEFE

5 IoEEE
P

6 FRSMATTIERSIUNE

7 FEIN=iEE

- -

sHsFs| [eREs

5.2.3.1 ER&MZFRIZ

5.2.3.1.1 ZZHN

N T BRI 24, W55 & 07 LR B R TR EESL BN AS,  DAORIESEE 122 1k . 15 R 77 LI R 24
B rn%s, Mk%5 774 Header 15 KRS signature, X2 HEATINAS, LA GIENTE RIGSBPAEL, FH XS ti
mestamp I [A]EREEATRRIG, B 10 PP NG R SBHEL . ROCHIBL SIGUEE A SM2 53k, B ab P
il E SR T

1) %t Header JT A F 71 5% 2 i (signature A2 525 4) 1% key 1 ascii T 24T THFHETF, ARG HHER— &
REMZE 7178, #N: key=value&key=value.

EEVNE

cryptolnfo=04eafaa325aea8f19463820c1e35553433bc1240a597bf085908b73d39341104cfct95c6662a10c5b55188c326¢9d04ec503¢52¢ce28b7
6eb24f6d097b35337e6cobda04a5abde5612fcc591fc207cdel4fa648767ac7185¢07303b7c76043b74ae62f4ec61ce255¢35a75b3b5121a5037b55
cc8f1f6f546d701cae56e34361008&hos_code=hos code 001&org code=org_code 001&request id=7761fa6d-5ca0-4f4e-a8f0-c78f52eedabd
&timestamp=1742110076829

2) AR A PR R R SM2 BNE I RV A OIS R EE signature




5.2.3.1.2 &&=

04b674b6edfd08£754410b21cc3c8b522f318a1f1b27403bc63a290b7e1790d03d967d06c46¢

I\

SM2 A4 69357793967ff42a34d77ed5d7bb40d3 1b7f5ab0b0840017cff114

SM2 FA%4H a99d6978656355b570a19¢cc707b2ea68ed033c3fa436df9c0al 5e84a06069¢c7b

SM4 #4 726be1646879423e26eb7977¢4d80c48

AL FEH eryptlodeafaa325acadf1 9463820c1e35553433bc1240a597bf0851908b73d3934104cfcf95¢6662a

oInfo (fEF] SM2 FA|10c5b55188¢326c9d04ec503¢52ce28b76eb24f6d097b35337e6c6bdad4as5abde5612fcc5911]

AN IG5 1) SM4 &|c207cde14£a648767ac7185¢07303b7¢76043b74ae62f4ec61ce255¢35a75b3b5121a5037b55

1) cc8f1{6£546d701caec56e34361008
cryptolnfo=04cafaa325aca8f19463820c1¢35553433bc1240a597bf085908b73d39341104cf]
cf95¢6662a10c5b55188c326c9d04ec503c52ce28b76eb24f6d097b35337e6c6bda04aSabdesS

NEETSBAE 612fcc591fc207cde14fa648767ac7185¢07303b7c76043b74ac62fdec61ce255¢35a75b3b512
1a5037b55cc8f1f6£546d701cac56e34361008&hos_code=hos code 001&org code=org co
de 001&request id=7761fa6d-5ca0-4f4e-a8f0-c78f52eedabd&timestamp=1742110076829
3046022100bdb527e86a85tbelel 7f577a177a7328a6d0f9d247ae795accatb33ad2d1d19802

T Jo R R (35:4) 2100a564bdac01384790252d0b4bbef6ca286albb9ed6a3b57197c7ee0d59{f51e18

5.2.3.2 IERIEBRZRG

B fast sMd # 726be1646879423e¢26eb7977¢4d80c48
R4k Body (SM4 02alefbc250f047f73923a84¢739311c23136823cfd5a9483cal432527cab960ebcl1e79d6a31
y 0c24b7148c0097313¢cb1d4e7d26b0531b0dd261¢271a80tbtb1b62¢16d0cdb201f89b868686
JIEE S
ed4c83fbb19250cce547¢92650068f196521870165al ef5{ffdf7a2521acb1fde098a607
L& RSB "name":"JJX A 52", "idcard_value":"330100%********0000", "idcard_type":"01","search_t
= ype":"l"}
BA&TERAE Body | {"name":"MliRX A\ 71", "idcard_value":"330100%*****%x0000","idcard_type":"01","search_t
ype":”l"}

5.2.3.3 M Rz {A N 257451

B fadt sMd # 6 726be1646879423¢26eb7977¢4d80c48
Body S8 {"response_code":"1","response_data":"... %4 %" "response_msg":"success"}
%58 SM4 T 31b7be894984b26f3acc23f3f2ad162a6131bb143013b38b59a0937e43d4287659¢4b9ebd099
= 8194dbb881cf81d0abfc3206b907af244fe0576da8ed746d8¢7d3f693641504c13ecSbed415d
25
9932e0dd
BATRAA Bod 31b7be894984b26f3acc23f3f2ad162a6131bb143013b38b5920937e43d4287659¢c4b9ebd099
- Y 18194dbb881cf81d0abfc3206b907af244fe0576da8ed746d8c7d3£693641504c13ec5bed415d
9932e0dd

5.2.3.4 Java XRG4

import cn.hutool.core.util. HexUtil;

import cn.hutool.core.util. StrUtil;




import cn.hutool.crypto.SmUtil;

import cn.hutool.crypto.asymmetric.KeyType;

import cn.hutool.crypto.asymmetric.SM2;

import com.alibaba.fastjson.JSON;

import com.alibaba.fastjson.JSONObject;

import com.example.demo.utils. HttpUtils;

import org.apache.commons.collections4.MapUtils;

import org.junit.jupiter.api. Test;

import java.util. *;

/**

* HEBAIY S 3 SRR A K 7 1

*/

public class CallQueueRequestDemo {

// sm4 FhEH

static String SM4_KEY = "726be1646879423e26eb7977c4d80c48";

// sm2 A%A

static String SM2 PUBLIC KEY =
"04b674b6edfd08f754410b21cc3c8b522f318a1f1b27403bc63a290b7e1790d03d967d06c46€69357793967ff42a34d77ed5d7bb40d3 1b7f5ab0b
0840017cff114";

// sm2 FhEH




static String SM2_PRIVATE_KEY = "a99d6978656355b570a19cc707b2ea68ed033c3fa436df9c0al 5e84a06069c7b";

/**

* 25 His BAFIE B

*/

@Test

public void queryQueuelnfo() {

/I SM2 A% smd FREH-7 4 H

String sm2EncryptSm4Key = sm2Encrypt(SM4 KEY, SM2 PUBLIC KEY);
// Header Z4{

HashMap<String, String> header = new HashMap<>();
header.put("request_id", UUID.randomUUID().toString());
header.put("org_code", "org_code 001");

header.put("hos_code", "hos_code 001");

header.put("cryptolnfo", sm2EncryptSm4Key);

header.put("timestamp", String.valueOf(System.currentTimeMillis()));

String preSignature = buildPreSignature(header);
System.out.println(" TS 4 5 . " + preSignature);

String signature = sm2Sign(SM2_PRIVATE KEY, preSignature);

header.put("signature", signature);




System.out.println("signature: " + signature);

I RIEE

JSONObject requestBody = new JSONObject();

requestBody.put("name", "ML N "),

requestBody.put("idcard type", "01");

requestBody.put("idcard_value", "330100%********0000");

requestBody.put("search_type", "1");

I TERAKRZEL Json

String requestBodyJson = requestBody.toJSONString();

/1 &SRS Tson N

String requestBodyJsonEncrypt = sm4Encrypt(requestBodyJson, SM4 KEY);

// 153K his HERA MY 582 0

String result = HttpUtils.post("i5 3K his HEBANY 54z 1", "https://ip:port/get/queue/info", requestBodyJsonEncrypt, header);

String responseBody = sm4Decrypt(result, SM4 KEY);

Vi

JSONODbject jsonObject = JSON.parseObject(responseBody);

/I AEFRNE S LA




/**

* PRI B HEBAIY 505 B A 45 1 -his AR BRARRS < 451

*/

public String getQueuelnfo(HashMap<String, String> header, String requestBody) {

String requestld = header.get("request_id");

String orgCode = header.get("org_code");

String hosCode = header.get("hos_code");

String cryptolnfo = header.get("cryptolnfo");

String timestamp = header.get("timestamp");

String signature = header.get("signature");

I AR5 4 AT

HashMap<String, String> checkSignMap = new HashMap<>();

checkSignMap.put("request_id", requestld);

checkSignMap.put("org_code", orgCode);

checkSignMap.put("hos_code", hosCode);

checkSignMap.put("cryptolnfo", cryptolnfo);

checkSignMap.put("timestamp", timestamp);

1 BRETEE 44 74

String checkSignPreSignature = buildPreSignature(checkSignMap);

Il B4,

boolean checkResult = sm2Verify(SM2 PUBLIC KEY, checkSignPreSignature, signature);

if (IcheckResult) {




/] YRR R PRI ..

/] FZ5: timestamp SR SHEH 10 7> Wl b WA RS ..

I TR AR R
String sm4Key = sm2Decrypt(cryptolnfo, SM2 PRIVATE KEY);

System.out.println("sm4key: "+ sm4Key);

/] SM4 B ST AT H BH S json

String requestJson = sm4Decrypt(requestBody, sm4Key);
JSONODbject jsonObject = JSON.parseObject(requestison);
String idcard_value = jsonObject.getString("idcard_value");
String idcard_type = jsonObject.getString("idcard_type");
String other = jsonObject.getString("... 4 H&");

// his b3 HARM S ...

/1 Wi 435 2R

JSONODbject responseObject = new JSONODbject();
responseObject.put("response_code", "1");
responseObject.put("response_msg", "success");

responseObject.put("response_data", "... & HE");

/1 W JRLAR json




String responseObjectJSON = responseObject.toJSONString();
System.out.println(" "4 Y& json: " + responseObject]SON);

/] S Wi RAK json #EAT sm4 hnEF

String responseObjectJSONEncrypt = sm4Encrypt(responseObject]ISON, sm4Key);

return responseObjectJSONEncrypt;

/**

* SM2 FAEHZE 44

* @param privateKey AL

P

* (@param content R B N
* @return &4 {4
*/
public static String sm2Sign(String privateKey, String content) {
SM2 sm2 = new SM2(privateKey, null);

return sm2.signHex(HexUtil.encodeHexStr(content));

/**

* SM2 AR




* @param publicKey 2%

* @param content  JRUH N %

* (@param sign B4

* @return 52545 5

*/

public static boolean sm2 Verify(String publicKey, String content, String sign) {

SM2 sm2 = new SM2(null, publicKey);

return sm2.verifyHex(HexUtil.encodeHexStr(content), sign);

/**

* SM2 AFH I

* @param content  JR 3

* @param publicKey SM2 A%

* (@return

*/

public static String sm2Encrypt(String content, String publicKey) {

SM2 sm2 = new SM2(null, publicKey);

return sm2.encryptHex(content, KeyType.PublicKey);




/**

* SM2 FAEA i 2

* @param encryptStr SM2 JIl%5 775 5

* @param privateKey SM2 F.4H

* (@return

*/

public static String sm2Decrypt(String encryptStr, String privateKey) {

SM2 sm2 = new SM2(privateKey, null);

return StrUtil.utf8Str(sm2.decrypt(encryptStr, KeyType.PrivateKey));

/**

* SM4 hn#%

* @param content Jii 3

* @param key SM4 FibEH

* (@return

*/

public static String sm4Encrypt(String content, String key) {

byte[] sm4KeyByte = HexUtil.decodeHex(key);

String encryptBody = SmUtil.sm4(sm4KeyByte).encryptHex(content);

return encryptBody;




/**

* SM4 fif 4%

* @param content SM4 JJI1 % 745 £
* @param key SM4 FibEH
* (@return
*/
public static String sm4Decrypt(String content, String key) {
byte[] sm4KeyByte = HexUtil.decodeHex(key);
String decryptBody = SmUtil.sm4(sm4KeyByte).decryptStr(content);

return decryptBody;

/**

* RIS TR

* @param header
* (@return
*/

public static String buildPreSignature(HashMap<String, String> header) {




if (MapUtils.isEmpty(header)) {

return null;

List<String> keys = new ArrayList<>(header.keySet());

Collections.sort(keys); // % ASCII JtFFHEF

StringBuilder sb = new StringBuilder();
for (String key : keys) {
Object value = header.get(key);

/AR null FUAS R 2R AYE

String valueStr = (value != null) ? value.toString() : "";

if (sb.length() > 0) {

sb.append("&");

sb.append(key).append("=").append(valueStr);

return sb.toString();

5.2.3.5 maven ki

<dependency>
<groupld>cn.hutool</groupld>

<artifactld>hutool-crypto</artifactld>




<version>5.8.35</version>

</dependency>

5.2.4 FOEX
[10000] FEEEFHIBAMMS{ER
Hiht: HERGREELETE

ERFAA: post iER

e A UL B -

LR [AEE TS AN S5 R search_type=1 , FZiR HIghis AELHT SR = HAN S EE ¢
£ ZAREREZ, R EZADRERHAM SELD

2. REIFE—REHBA S5 search_type=2 , RAEFEAI BHHLRD & EIFE T RHBAY S5 2
3. RPIEELETHA S5 8 search_type=3 , MIFEELT (BHHER) REZEEHMSER;
4. R [A1 2 B B A HERARY 515 B . search_type=4 , IR [HIE& B 24 5 fir A BL == I HEBA Y 545 &

FolE s AR RING, 75 Bk 0] =5 A T s BT A HEBA Y 5oIR A



R4 B WIE FRRA F B
search type = String 1 HR¥E B E A 2 IR EREAER
3 RIBEEEH 4 4 HEH
name A String 4
search type N 1 [ 2AIH
idcard type 5 String IEFRIRA (L (WA BREUE mek 22 LB 4
O 1M SA) 51 FW
CVX-SFZJLBDM 4 )
search type N 1 Hfh 1H
idcard value 4 String HiE 4 =
search _type N1 WAIHE
dept name e String Bl= PR, SRR
search type N 2 I} dept name ) 3H
doctor name i String EEL T, SRR
search type N 3 I 424 36
reg class e String 0Hils . 1 BFS (ALK F1f) 2 KI0H £

10




page size

registration treatment no R
B String S K S
page num 2 Integer Y
7 Integer E N N

10



(2) [FIZIRIFIZH:

FRZ ~E VIR FEREH FEUHA
response code & String HRER, 1 Forpidhy H

3R 7 R W

response msg = String FoRE R
response _data & JSONArray [E7 S N A N =1 < G )

S5, R E (]

V4554 response data:

1« BF=E TFTEM—MEEX R doctor list F—2KI03%;
2\ B NEE S TTIEMIAEE L FER, doctor list W doctor name & “idS ” , doctor id

/fg “0 » ;

3 EHNYEE SR EE L FE, doctor list HY doctor name 5 doctor id 4% N IZE A ik

2 M id;

4 | #7 search_type=1 , HIRFEIFIZ AN MPESE ( 30FiES) .
5 . # search type=3 , RiREIFTFEMEE ( BFES) .

6 « HWAHRIHEFAMESE CBEFES) , MRE([T.

FBA BB WIE FBERA FRUH
doctor list = JSONArray =4 /12 E BT
dept_code K& String 2% g
dept name = String Bl = 4

fever clinic_sign = String RK#TTehwE -7/
1- 2
b %% #4E doctor list:
FBRA BT IE FEAAY FRULH
doctor_name & String BABI4aHR ( BEE/i5 5/ HARBA)
doctor id & String BB ID ¢ BREE/12 %/ HAth BAS)




current user name & String MErEtiz A4

current reg num & String i TINR e =

current ampm & String HErstiz B 2 L
SN, an
Fon B, pmFRT
7T

reg num = String BEWMEIT S, ASH
BEE R, FFERE
ZTE

reg class = String 0iEYS . 1&EKS (8
HEE R 2R
for

reg addr & String itk

today appointment num & String ETIEES= WA

current_wait num = String ETIR IV

patient wait num & String BT S A S

patient wait time & Int eIy S |
CHAL: %D

is call % Int mSoREs, o kM, 1 8m, 2

UL~
reg_type e String FUEZEAL 02 L 1T .
2 K5 | 3 kA
registration treatmen t no & String HESHKS




Fo

doctor num

String U EER

HRRHB

R K-

"request_id":"7ab3599ae3cadbee882595acffb18424",

"timestamp":"1581737772069",

"signature":"6be0a9a9372f7313307f75ba7c2d8251",

"org_code": "432112312",

"hos_code": "01",

"cryptoInfo":"042335391514c4504e828eal858400a5f1bb5aa62c58628189882deb5954c124ddcbfabaa6868fd49f4ae6c2c5def809f391802
932bb276e7aca540b10a233a988603a159¢ce6801292b48e4b48366b7a27e8219dfecb73e9686ccf1d668d659f7013cfctb100726d9ec8463741

cee0df61cb8d5tb47bb264149156d55815042deb"

T R A

"name": n/J\ E)a n’

"idcard type": "01",

"idcard value": "123",

"search_type":"1"




"response_code": "1",

"n.n

"response_msg": "success",

"response_data": [{

"dept name": "WHREL =",

"dept_code": "P001",

"fever clinic_sign":"1",

"doctor_list": [{

"doctor_name": "4 AT,

"doctor_id": "FKHELL",

"current_user name": "FE",

"current_reg_num": "66",

"reg_num": "78",

n.on

"current_ampm": "am",

"reg_class": "1",

"reg_addr": "S5 JREL 3 2",




"today appointment num":"124",

"current_wait_num":"58",

"doctor_num":"2"

5.3 HAER
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5.3.2 #OEX

HHEIR LU EORSEHEE L, R HHER api HIBRAR

: http(s)://host:port/fyqd—query.
e URL: HEX
e Method: POST
o WEEXR: N

TEER: &
%Eﬁ ZE ) ELRMFSERERZE AN, RAKAERMETR, RELTHE




%12 )LLFATE |

1 BRREE RO,
~
alt J ([B—5%: BE

2 {FRASM2/A A signaturedf &

1

alt / [B-%: BRNTFEIERBERNEH]
3 BT iE R kcryptoinfolE FSM2FA AR IREISMA % 43

1

4 ERASMAREIERSE

i

alt A

e

(B=%: k%5BH8]

5 HIEEN

Uz

6 {EFASMAXIERSEINE

L

7 WRMEEE

I |

22 LT LMK his RS <]

import cn. hutool. core.util. HexUtil;

import

import

import

import

import

import

import

import

import

cn

cn

cn

cn

. hutool.

. hutool.

. hutool.

. hutool.

core.util. StrUtil;

crypto. SmUtil;

crypto. asymmetric. KeyType;

crypto. asymmetric. SM2;

com. alibaba. fastjson. JSON;

com. alibaba. fastjson. JSONObject;

org. apache. commons. collections4. MapUtils;

org. junit. jupiter. api. Test;

java. io. Serializable;




import java.util.*;

/%%

* Z2 LR EMRSSER his WA AU 7R 6

*/

public class RequestHisDemoFile {

Vs
4 JURS TR his A
SRURE COCET
*/
@Test
public void angelServerFyqdQuery() {
// sm2 AFAEH
String SM2 PUBLIC KEY =
”04b674b6edfd081754410b21cc3c8b5221318a1f1b27403bc63a290b7e1790d03d967d06c46e69357793967fFf42a34

d77ed5d7bb40d31b7f5ab0b0840017c 114" ;

String SM2 PRIVATE KEY =
”299d6978656355h570a19cc707b2eab8ed033c3fa436df9c0al5e84a06069¢7h” ;

/] BRIT MU Gt — A £ FARAS

String medOrgCode = “medOrgCode 001”;
// BElX gmhs

String medHosCode = “medHosCode 001”;




/) XA E VAR AL 18 fr gt —4k 2 {5 FARHY

String platformCode = “platformCode 001”;

/) PSR 22 )L IR S IREL Su4 Ak . ..

String sm4Key = AngelAccessServer. getSmd4Key (medOrgCode, medHosCode, platformCode) ;

System. out. println(” V12 )L 815K his -l | 7Y

HashMap<String, String> header = new HashMap<> () ;

/] oG A

header. put (“tradeCode”, ”71003”);

/] BE G

header. put ("datasetCode”, “HDSD.FYQD”) ;

/) VERME—FRR BEHLEL

header. put ("requestId”, UUID. randomUUID(). toString()) ;

/] BRIT MU Gt — A 5 FARAS

header. put ("medOrgCode”, medOrgCode) ;

// BEX Gihi

header. put ("medHosCode”, medHosCode) ;

[/ XIBET B VAR AL 18 L8+t A5 AU AR X3P B AR A A

header. put ("platformCode”, platformCode) ;

// R EER (13 M= Fhe, f5]: 1735704000000)

header. put ("timestamp”, String. valueOf (System. currentTimeMillis()));




/) BEEABTASE (SM2 NS S 1 SM4 FEH)

String cryptolnfo = sm2Encrypt (smdKey, SM2 PUBLIC KEY);

header. put (“cryptolnfo”, cryptolnfo);

System. out. println (“cryptoInfo: ” + cryptolnfo);

/] WEEALTHY

String preSignature = buildPreSignature (header) ;

String sign = sm2Sign(SM2 PRIVATE KEY, preSignature);

/] MBS

header. put ("signature”, sign);

/) WS ERZH

JSONOb ject businessParam = new JSONObject () :

businessParam. put (“tyshxydm”, medOrgCode) ;

businessParam. put (“yqdm”, medHosCode) ;

businessParam. put (” jfdbm”, ”jfdbm”);

businessParam. put (”...”7, 7... 808" ;

[/ MR json FAF

String jsonString = businessParam. toJSONString() ;

String bizRequestEncrypt = sm4Encrypt (jsonString, sm4Key):

/] BRAAE R




JSONOb ject bizRequest = new JSONObject();

bizRequest. put ("bizRequest”, bizRequestEncrypt) ;

// BEEAERAK json

String bizRequestJson = bizRequest. toJSONString() ;

// M his B0

String result = fyqd query(header, bizRequest]Json);

System. out. println ("iF3K his WMMNZER: 7 + result);

/] EMTEER JREERAE .

System. out. println(” t 22 )L F B K his 7wl 1

VS

* RIS BA WA T -his A FEARAL =41

* @param header

* @param requestBody

* @return

*/

public String fyqd query(HashMap<String, String> header, String requestBody) {

System. out. println(” Vhis B2 )L EiERACHEE |

//)
’

//)
’




// sm2 AFAEH

String SM2 PRIVATE KEY =
”299d6978656355h570a19cc707b2eab8ed033c3fa436df9c0al5e84a06069¢7h” ;

String SM2 PUBLIC KEY =

”04b674b6edfd081754410b21cc3c8b5221318alf1b27403bc63a290b7e1790d03d967d06c46e69357793967FF42a34
d77ed5d7bb40d31b7f5ab0b0840017c 114" ;

/] oG A

String tradeCode = header. get (“tradeCode”) ;

/] BE G

String datasetCode = header. get ("datasetCode”) ;

/) TERME—FRIR BENLE his IRST RGEH HEFTE

String requestld = header. get ("requestId”) ;

/] BRIT MU Gt — A 5 FARAS

String medOrgCode = header. get ("medOrgCode”) ;

// BEX Gihi

String medHosCode = header. get ("medHosCode”) ;

/) XA G AR AL 18 fr gt —4k 2 {5 AARHY

String platformCode = header. get ("platformCode”) ;

// R EER (13 A= Fhe, f5]: 1735704000000)

String timestamp = header. get (“"timestamp”) ;

/) BRSBTS E (SM2 NS I 1 SM4 FEH)

String cryptolnfo = header. get (“cryptolnfo”);




/] BT

String signature = header. get ("signature”) ;

/] R A B

HashMap<String, String> checkSignMap = new HashMap<> () ;

checkSignMap. put (“tradeCode”, tradeCode) ;

checkSignMap. put ("datasetCode”, datasetCode) ;

checkSignMap. put ("requestld”, requestld);

checkSignMap. put ("medOrgCode”, medOrgCode) ;

checkSignMap. put ("medHosCode”, medHosCode) ;

checkSignMap. put ("platformCode”, platformCode) ;

checkSignMap. put ("timestamp”, timestamp) ;

checkSignMap. put (“cryptoInfo”, cryptolnfo);

/) IRBUTRRE 44 777

String preSignature = buildPreSignature (checkSignMap) ;

/] BREAER

boolean checkResult = sm2Verify(SM2 PUBLIC KEY, preSignature, signature);

if (!checkResult) {

/) BRERI RN . .

// KM timestamp ZHGE M 10 A Qi B AR .




i S CE)

String sm4Key = sm2Decrypt (cryptolnfo, SM2 PRIVATE KEY);

System. out. println ("smdkey: ” + smdKey) ;

// SM4 25

JSONObject requestObject = JSON. parseObject (requestBody) ;

String bizRequestEncrypt = requestObject. getString ("bizRequest”);

/] BRI Json 4T

String requestJson = sm4Decrypt (bizRequestEncrypt, smdKey);

JSONObject bizRequest = JSON. parseObject (request]Json) ;

bizRequest. getString (“tyshxydm”) ;

bizRequest. getString ("yqdm”) ;

bizRequest. getString (” jfdbm”) ;

bizRequest. getString ("...”);

/) A BN L

[/ MRIRR L

JSONOb ject responseBiz = new JSONObject () ;

responseBiz. put ("ydzflsh”, “ydzflsh”);

responseBiz. put (“ynybjdkh”, “ynybjdkh”);

responseBiz.put(”...”, "E#K...”7):

// MRS Json




String responseBizJson = responseBiz. toJSONString() ;

// VRS B

String responseBizEncrypt = smdEncrypt (responseBiz]Json, sm4Key) ;

JSONOb ject responseObject = new JSONObject();

responseObject. put (“traceld”, UUID. randomUUID(). toString()) ;

responseObject. put ("requestld”, requestld);

responseObject. put (“success”, true);

responseObject. put ("responseBiz”, responseBizEncrypt);

System. out. println(” t his B 22 )L i RALFE 1

return responseObject. toJSONString () ;

s R Al B A5 B

public class SecretKeyResponse implements Serializable {

private String cryptolnfo;

private String version;

//)
’




public String getCryptolnfo() {

return cryptolnfo;

public void setCryptolnfo(String cryptolnfo) {

this. cryptoInfo = cryptolnfo;

public String getVersion() {

return version;

public void setVersion(String version) {

this. version = version;

/%%

* SM2 AAVEHZE 4

% @param privateKey FA%4H




P

* @param content RN

% @return B4 1H

*/

public static String sm2Sign(String privateKey, String content) {

SM2 sm2 = new SM2(privateKey, null);

return sm2. signHexFromHex (HexUtil. encodeHexStr (content)) ;

VS

* SM2 AR

*

@param publicKey %H

* @param content JRAE A

* @param sign %4

*

@return G2 4E R

*/

public static boolean sm2Verify (String publicKey, String content, String sign) {

SM2 sm2 = new SM2(null, publicKey);

return sm2. verifyHex (HexUtil. encodeHexStr (content), sign);

VS




*

*

*/

pub

VS

*

*

*

*

*/

pub

SM4 fin#s

@param content J& X

@param key SM4 Fih4H

@return

lic static String sm4Encrypt (String content, String key) {

byte[] sm4KeyByte = HexUtil. decodeHex (key) ;

String encryptBody = SmUtil. sm4 (sm4KeyByte). encryptHex (content) ;

return encryptBody;

SM4 fig

@param content SM4 %574 5

@param key SM4 Fih4H

@return

lic static String sm4Decrypt (String content, String key) {

byte[] sm4KeyByte = HexUtil. decodeHex (key) ;

String decryptBody = SmUtil. sm4 (sm4KeyByte). decryptStr (content) ;




return decryptBody;

VS

s AL RTIAE AL AT

* @param header

* @return

*/

public static String buildPreSignature (HashMap<String, String> header) {
if (MapUtils. isEmpty (header)) {

return null;

List<String> keys = new ArrayList<> (header. keySet());

Collections. sort (keys): // 3% ASCII FHFHEF

StringBuilder sb = new StringBuilder();
for (String key : keys) {

Object value = header. get (key) ;

// BEFE null FIAS IS ALUY

e

String valueStr = (value != null) ? value. toString() : ;




if (sb.length() > 0) {

sh. append ("&”) ;

sb. append (key) . append ("=") . append (valueStr) ;

return sh. toString();

VS

* SM2 AEH I

% @param content JR

% @param publicKey SM2 A4H

* @return

*/

public static String sm2Encrypt (String content, String publicKey) {

SM2 sm2 = new SM2(null, publicKey);

return sm2. encryptHex (content, KeyType.PublicKey);

VS

* SM2 FAEH R




* @param encryptStr SM2 % 745 5

* @param privateKey SM2 FA%H

* @return

*/

public static String sm2Decrypt(String encryptStr, String privateKey) {

SM2 sm2 = new SM2(privateKey, null);

return StrUtil. utf8Str (sm2. decrypt (encryptStr, KeyType.PrivateKey));

R %

SH R Wik & L

tradeCode i 1003 St B
datasetCode 2 HDSD. FYQD S P
requestld & i RmE— 1D EERZE LR i i e o8
nedOrgCode & Gi— ko5 FARS g2 LA A S —FF
medHosCode & Bt [X 25 i FIFE S EARR S X




DX 5 VA & A 1 18 frgt—h s

XA 5 V3 E B 18 SrgE— 425 AR

platformCode FAF ik i, (BFEITHRIBNR ATAEE) , @
FHARHS
I X3 G BN T G R 4%
VEORI AL (13 i =ZFbg, M.
timestamp I3 18 R s [A]Ek
1735704000000)
signature = bor s hd=s IR E G AN ZEALH]D
FEARTEE (SM2 N5 S R, 1%
cryptolnfo = SM4 FiEH
EFRESHEL)
HRSH
2% AR IIE it PiEA
tyshxydm = String F—HEHRY. FS2HEHER AN —F
y1jgme & String LK. Rt FaE R LEn—R
yqdm J 5 String Be XA . Rtz HAE S LA —FF
ygme 5 String BEX 7K. R FAE R LA —FF
stz jlbdm = String SR RAIRAS . FE02SFAHE B e —F
sfzjhm & String BEWL ., FCHEMHE R LB —F
hzxm = String BHEUA . FRIZEAEE AN —FF




ghlsh = String HSRAKS. AizEEEE LER—RE
gk s gmiD, BT A AT EME. FRONER, B
jfdbm 7 String 6] 24 B S YR A A 2 BB L RIS E S B B AL 1)
—Ff
FBEAELE RS, KB AE R RIEE, RaeHueE
jzkh 5 String
B AR —#
BN ELE R, SRS IS S BE4E, Bk DIBE)T
jzklx 5 String
BEREsebrRRAONME . FISSEHME B AR —#
CIve St
¥ RA ;|
B AR S, XN ER AT 1T 2 s B2
FAZ TR A 11 9% F 2158 (ORGO02) 42 11 H 1)
ydzflsh String
org trace no 7B, HIS RGMES (MfE—), B
AP BE AR H 0218 B ORGO02 432 1 3E 47 2% FH 41 R A5 M1 .
Bt N S PR EERY R SRR LR S AT T 7 e B 2
ynyb jdkh String MU TS ORGOO1 $2113R B/ his_hust_id (B
BEWNIEES) FBRAE—E.
Bt N S PR EERY R XTIV LR S AT 1T 7 e s 2
ynybk1x String LA B2 CAEYE ORGOOT £ 113R B ) his_hust_id (i
FBEWNIEES) FBRAE—E.




fyqdlb Array WHTH AR
~fydlme String P RE AR
~fydldm String P R SANHY
WHIRBEH, ARWHRTE S EHI ST, hEp
~fydl je Int .
~fyqd Array TSR, B A
——xmme String U 2151 H 45
——xmdm String e 2 1t H XA
——xms1 Int S 2 35 H K
——xmdw String e B 15 F B for
——xmd j Int BRI H AR, TR AL Ay
——xmz je Int & S ERSEE I by
FAFH AR, SCIET IS R RIS 30 S AT
——s jxmdm String SERCEE . RIS SRR RIS e AR R
FEAE )
—zfzt String ST TERCRES . 0. RSN 1. E30AF 2. 2R %R
—2f1x String SAHRERA. 1. A% 2. B




ER, UETE FBUE B2 sie F44 EAARNGER, @2 LN e AR5 ERSH, [k
T IR SEBL L RGBS SR, DASREL SR T L 45

5.3.3 1BEXR KA

5.3.3.1 iFRWFZSEEAT

{
"tyshxydm": "aliqua",
"yqdm": "est pariatur deserunt",
"yljgme": "Excepteur",
"yqme": "Ut Excepteur”,
"sfzjlbdm": "sed ut",
"sfzjhm": "Excepteur proident amet ut",
"hzxm": "esse ut proident",
"ghlsh": "commodo nisi",
"jfdbm": "tempor minim esse",
"jzkh": "dolor laborum Duis id irure",
"jzkIx": "amet voluptate"

}

5.3.3.2 EKWESHEL SM4 fRE
Eit SM2 FABAMRZ cryptolnfo 5 523 SM4 4H, 1 SM4 AT 1E R S HUA %5

5.3.3.3 SEPRIEKRSH

"requestBiz":"15 R\ %S H5 3 encoded"
q




5.3. 4 Mgl

5.3.4.1 MRl &SR

"ydzflsh": "asdyuqjnx",

"ynybjdkh": "number",

"ynyble": "type",

"fyqdlb": [

"fydlmc

"non

: "nostrud",

"fydldm": "et nulla adipisicing est eiusmod",

"fydlje": "aliquip ullamco deserunt”,

"fyqd": [

non

"xmmc": "velit quis elit",

non

"xmdm": "nulla non ad",

"xmsl": "exercitation fugiat commodo enim consequat",

"xmdw": "do",
n.n

"xmdj": "adipisicing",

"n.on

"xmzje": "ut in",

"sjxmdm": "deserunt amet",

"zfzt": "magna Lorem",

"zfIx": "qui occaecat proident consequat incididunt"




".

"fydlmc":

"fydldm":

"

nulla ullamco irure ad veniam",

"in amet ipsum in aliquip",

"fydlje": "Lorem culpa",

"fyqd": [

"xmmc": "laborum",

n.ons

"xmdm": "in dolor adipisicing Ut Duis",

"xmsl": "ipsum Ut reprehenderit aliquip pariatur”,

non

"xmdw": "ipsum dolore nulla eu magna",

"n.on

"xmd;j": "est ad in",

"xmzje": "velit id",

"sjxmdm": "adipisicing officia ullamco cupidatat",
"zfzt": "labore velit",

n

zfIx": "dolore"

"xmmc": "dolor nostrud quis",
n.n

"xmdm": "nostrud",

"xmsl": "laboris labore voluptate mollit dolore",




"xmdw": "dolore aliqua commodo",

"non

"xmdj": "veniam",

"n.on

"xmzje": "consectetur dolor reprehenderit",

n.on

"sjxmdm": "non minim veniam",

"zfzt": "adipisicing labore in",

"ZﬂX": "est"

5.3.4.2 MRS SHEL SM4 fRE
BT SM2 LRSS cryptoinfo {5 B3] SM4 B4H, 1] SM4 540N B 45 BN

5.3.4.3 SEPRImR S8

"success": Boolean,

"errCode": "String",

"errMsg": "String",

"responseBiz": "M R\l FEHE ",
"requestld":"String",

"traceld":"String"
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5.4 WEMY

M55 BT RAENURRGE, GERMAIH &l EH#L) . MLl aWERn, SGFHHELE
FIA LTI R IF 58 AT AR & T H

5.5 HLLHE

M55 BT RAENURERAE, A& AN E W RATNEE . QU ST . BUH SIS SO ai R
iy, SIAEREIR PHEE . BERRACRERD, SO SR 202 52 T LS 5.
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